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Foreword

Information and Communications Technology (ICT) is an integral part of the way our Trust works,
and is a critical resource for staff, governors, volunteers, contractors, visitors and any other
person that makes use of ICT facilities at the schools comprising Anglian Learning, with the
exception of young people, as separate documents form the pupil/student Acceptable Use
Policies, which are tailored to the different phases of their education and are overseen by the

Trust Safeguarding Group.

This policy aims to:

There are separate documents that form the pupil/student Acceptable Use Policies, which are
tailored to the different phases of their education and are overseen by the Trust Safeguarding
Group.

This policy covers all users of our Trust’s ICT facilities, including the Governance Team, staff,

Set guidelines and rules on the use of school ICT resources for staff, governors,
volunteers and contractors.

Establish clear expectations for the way all members of the Trust community engage
with each other online.

Support the Trust’s policy on data protection, online safety, cyber security and
safeguarding.

Prevent disruption to the Trust through the misuse, or attempted misuse, of ICT
systems.

pupils, volunteers, contractors and visitors.
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Relevant legislation and guidance

This policy refers to or complies with, the following legislation and guidance:

Data Protection Act 2018

The UK General Data Protection Regulation (UK GDPR) — the EU GDPR was
incorporated into UK legislation, with some amendments, by The Data Protection,
Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2020
Computer Misuse Act 1990

Human Rights Act 1998

The Telecommunications (Lawful Business Practice) (Interception of Communications)
Regulations 2000

Education Act 2011

Freedom of Information Act 2000

The Education and Inspections Act 2006

Keeping Children Safe in Education 2025

National Cyber Security Centre (NCSC): Cyber Security for Schools

Education and Training (Welfare of Children Act) 2021

UK Council for Internet Safety (et al.) guidance on sharing nudes and semi-nudes:
advice for education settings working with children and young people

Meeting digital and technology standards in schools and colleges

1. Disciplinary measures

1.1.

Deliberate and serious breach of the statements in this policy may lead to Anglian
Learning taking disciplinary measures in accordance with Anglian Learning’s
Disciplinary Policy. Anglian Learning recognises that ICT facilities, especially internet
access, email and other cloud services are critical business tools. However, misuse of
these facilities can have a negative impact upon students, employees and volunteer
productivity, as well as the reputation of the organisation.

2. Security

2.1.

Individual users of Anglian Learning’s equipment and services are responsible for
their activities.

2.2. ICT use must not contribute to risks defined in KCSIE (Content, Contact, Conduct,
Commerce).

2.3. Workstations should not be left unattended for any reason, for any length of time.
Screens should be locked to prevent unauthorised access. Failure to do this, could
lead to activities being undertaken in the user’s absence, in their name.

24, No attempt should be made to gain unauthorised access to information or facilities.
The Computer Misuse Act 1990 makes it a criminal offence to obtain unauthorised
access to any computer (including workstations and PCs) or to modify its contents.

2.5. Additional access to information or resources can be arranged through the
appropriate channels, starting by contacting a member of the Technical Services
Team.

2.6. The use of external cloud systems is now common-place and Anglian Learning
schools use a very broad range of such services.
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2.6.1. The procurement of cloud services and the development of internal systems
should only be undertaken by schools when in conference with the Trust ICT
Manager, who can advise on:

2.6.1.1.  The suitability of the service from a GDPR perspective, in conference
with Data Protection colleagues.

2.6.1.2.  The practicality of implementing the system, including any wider system
contexts that might need to be considered.

2.6.1.3.  Whether the school or wider Trust already has a solution in place that
might meet the need.

2.6.1.4.  Whether other schools in the Trust also use the proposed system, which
could lead to the potential for a more beneficial commercial agreement, given
the economies of scale that can be achieved.

2.6.1.5. The best method of implementing and managing the system and to help
identify key stakeholders who will take responsibility for the system once it is
in production.

2.6.2. Single Sign-On (SSO) technology allows software providers to make use of a
third-party service such as Microsoft 365 to authenticate a user logging in, instead
of issuing a separate username and password. Whilst also being more
convenient for the user, this is also more secure, as it allows the organisation to
consistently apply additional layers of security, such as Conditional Access
policies and Multi-Factor Authentication, as well as monitoring solutions to detect
suspected rogue actors.

2.6.2.1.  All online software used by Anglian Learning should utilise SSO
technology by September 2027. In the meantime, any separate accounts
used to access cloud services should be secured with Multi-Factor
Authentication as a minimum.

2.6.3. Cloud-based software services often require the population of data such as staff
and pupil lists, class groups and other information, which is ultimately sourced
from the school’s Management Information System. Manual record keeping in
such systems is not practical and should be avoided, as this can lead to out-of-
date records being retained and this has the potential to lead to staff being able to
access systems after their departure from employment. The Trust can support a
variety of methods to enable the automatic management of records in such
systems that are equipped to receive records in this way.

2.6.3.1. ltis anticipated that systems which do not support this by September
2027 may no longer be suitable to use on the grounds of security,
Safeguarding and GDPR compliance.

2.6.4. Internal system development activities should reference the Artificial Intelligence
section of this policy and only be undertaken in conference with the Technical
Services Team to guard against the risks of Shadow IT.

2.7. User password management.

2.7.1. Passwords must be kept confidential. Passwords are the responsibility of
individual users; they must not be shared with or used by anyone else, even
for a short period of time.

2.7.2. Passwords should be created such that they cannot be easily guessed by
people who know the creator, or derived from public information; for example,
on social media.
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2.7.3. Whilst it is better than a straight word, replacing letters with numbers, for
example a letter ‘O’ with a zero, has limited value, as these rules are easily
exploited.

2.7.4. A good strategy is to use a passphrase and then abbreviate, whereby a
sentence is created or chosen and turned into a string of letters. For example,
"Baa baa black sheep have you any wool? Yes sir, yes sir, 3 bags full'" would
turn into the password “Bbbshyaw?Ys,ys,3bfl” by using the first letter of each
word and the punctuation as your password. This example should not be used
in real life.

2.7.5. Passwords must be unique for corporate accounts and should not be reused
for personal accounts or for other corporate systems.

2.7.6. Staff and governor passwords should be:
2.7.6.1. atleast 12 characters in length; the longer, the better.

2.7.6.2. Considered ‘complex’, in that three of the four available character sets
are used within the password. Character sets are Uppercase, Lowercase,
Numbers and Symbols.

2.7.6.3. The previous 5 passwords a user has had in place cannot be reused.
2.7.7. Student passwords should be:
2.7.7.1. Atleast 8 characters in length; the longer, the better.

2.7.7.2. Need not necessarily use multiple character sets, but by adding
complexity through the use of different character sets (Uppercase,
Lowercase, Numbers and Symbols) can help make the account more
secure, although length alone adds efficacy.

2.7.7.3. Delegated student password changing can be provided to school staff
through ALIS / SalveVM User Management facility, which is a method to
change passwords quickly in the classroom. Requests for additional
personnel to be granted access to this should be submitted to Technical
Services.

2.7.7.4. A new initial password structure for pupils/students is being introduced
that takes the form [number] [adjective] [colour] [animal], providing a good
degree of uniqueness, complexity and efficacy, whilst being memorable.
Trust ICT Managers are working with school leaders on this implementation.

2.7.741. These initial passwords for Primary school pupil accounts are
limited to 4 characters per word, to improve access.

2.7.7.4.2. “Clever” badges are available on request for primary school or
other pupils which allow password-less login using an image/webcam
approach to authentication.

2.7.8. Passwords are not set to expire, as contemporary thinking is that a unique,
complex password is more secure than one that regularly changes.

2.7.9. Atfter 10 failed attempts to log in, the account is temporarily suspended for 10
minutes. The count of failed attempts is reset every 10 minutes. This helps guard
against brute force attacks on an account.

2.7.10. Storing your passwords rather than trying to remember them is allowed. The
Trust has 1 approved method below. Passwords should never be written down
manually.

2.7.10.1. Use a password manager. These services allow you to easily create and
maintain long, complex and unique passwords for every service you use. To
help you choose a reputable product, please contact Technical Services.
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2.7.11. Passwords can and will be reset if they are suspected to be compromised or
weak. Users are also free to reset their passwords at their own discretion at any
time using one of the following methods:

2.7.11.1. The password management facilities within Office 365.
2.7.11.2. The native Windows tool, using Ctrl-Alt-Del — Change Password.

2.7.11.3. Approaching a school colleague with access to the ALIS / SalveVM User
Management suite with rights to change staff passwords.

2.7.11.4. Contacting helpdesk@anglianlearning.org.

2.8. The use of elevated privilege accounts:
2.8.1. Are only applied to member of the Technical Services Team.
2.8.2. Should never be used for routine work for which the privilege is not required.
2.8.3. Are subject to Privileged Identity Management (PIM) within the M365 context.

2.9. Regular training is necessary to ensure that all users of the Trust's systems
understand how to safely use them, as well as be appraised of current cyber threats.
Therefore, all users are expected to undertake annual training as assigned through the
Cyber Awareness platform.

3. Use of Email
3.1. When to use email:

3.1.1. Use email in preference to paper to reach people quickly (saving time on
photocopying / distribution) and to help reduce paper use.

3.1.2. The use of Teams chats as an alternative to email can focus communications on
specific subjects and reduce email volume.
3.1.2.1. It should be noted that Teams chats, like Email, are subject to disclosure
in the case of a Data Subject Access Request under UK GDPR and the Data
Protection Act 2018.

3.1.3. A phone call can be the best form of communication for urgent messages.
3.1.4. Trust policy for email use includes that users must:
3.1.4.1.  comply with current legislation;
3.1.4.2. use email in an acceptable way;
3.1.4.3. not create unnecessary business risk to Anglian Learning by their
misuse of the internet.
3.1.4.4. comply with any relevant school email Protocols.

3.2. Unacceptable use

3.2.1. Sending confidential information to external locations without appropriate
safeguards being in place. See Section 5 of this document for more details.

3.2.2. Distributing, disseminating or storing images, text or materials that might be
considered indecent, pornographic, obscene, illegal, discriminatory, offensive
or abusive, or the context constitutes a personal, sexist or racist attack, or
might be considered as harassment or bullying.

3.2.3. Using copyrighted information in a way that violates the copyright.
3.2.4. Seeking to gain unauthorised access to any of the Trust’s systems or that of

another organisation’s system.
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3.2.5. Broadcasting unsolicited personal views on social, political, religious or other
non-business-related matters.

3.2.6. Transmitting unsolicited commercial or advertising material.

3.2.7. Undertaking deliberate activities that waste employee effort or system
resources.

3.2.8. Deliberately or recklessly introducing any form of computer virus or malware

into the corporate network.
3.2.9. Forwarding corporate email to a personal account.
3.3. Data Protection

3.3.1.Always exercise caution when committing confidential information to email since
the security of such material cannot be guaranteed. Anglian Learning reserves the
right to monitor electronic communications in accordance with applicable laws and
policies, including the Computer Misuse Act 1990, UK GDPR and the Data
Protection Act 2018. The right to monitor communications includes messages sent
or received by system users (employees, volunteers and temporary employees)
within and outside the system as well as deleted messages.

3.3.2. Caution should be taken when using the Reply-to-all feature of email. Itis
not always appropriate for recipients to respond to everyone included in the
initial email.

3.3.3. When forwarding emails, or including additional recipients in a reply, caution
should also be taken. It is worth considering the impact of having these new
individuals seeing not only the most recent message, but any of the
messages in the historic chain of emails, which may also be included in this
message.

3.3.4. Emails may be included in Subject Access Requests made under UK GDPR and
the Data Protection Act 2018. As such, staff should be aware that any reference to
the names of individuals may result in these messages being disclosed to the
subjects, should such a request be received.

3.3.4.1. Even where student initials are used, such messages can also be
subject to disclosure.

3.4. Communication etiquette, housekeeping and threat awareness
3.4.1. Etiquette:

3.4.1.1.  When publishing or transmitting information externally be aware that you
are representing Anglian Learning and you could be seen as speaking on
behalf of the organisation. Make it clear when opinions are personal. If in
doubt, consult your line manager.

3.4.1.2.  Professional language and manner should be maintained whenever
sending communications.

3.4.1.3.  Treat others with respect and in a way in which you would expect to be
treated yourself. For example, do not send unconstructive feedback, argue,
or invite colleagues to make public their displeasure at the actions / decisions
of a colleague.

3.4.2. Housekeeping:
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3.4.2.1.  Email inboxes should be checked at regular intervals during the working
day. Teachers should check at the beginning and end of the school day as a
minimum.

3.4.211. Junk folders should be checked daily, as legitimate messages
sometimes get inappropriately classified as spam.

3.4.2.1.2. Where received, personal spam reports from the email provider
should be reviewed.

3.4.2.2.  Electronic files only should be kept of electronic correspondence, with
only necessary messages being retained. Printing paper copies is rarely
necessary.

3.4.2.3. Itis good practice to keep your inbox fairly empty, such that it only
contains items requiring action. Certain actions are taken for each message,
e.g., deletion, reply, flagging it for later processing, saving the whole email in
a folder, or extracting just the useful information and saving it somewhere
suitable.

3.4.3. Threat awareness:

3.4.3.1. Threat emails are often now generated by Al and appear more
sophisticated and lacking in the grammatical errors traditionally associated
with phishing. Colleagues should apply the checks referenced in the related
cyber training.

3.4.3.2. Users must report suspected compromise immediately and cease device
use if instructed. Do not forward emails suspected to contain viruses.
Instead, submit any suspect messages using the Report Phishing
mechanism within Outlook, which brings it to the attention of the Technical
Services Team, but also the National Cyber Security Centre and our User
Awareness partner. It can also be helpful to take a screenshot of the
message and send it through to the Technical Services Helpdesk.

3.4.3.3. Do not open an email unless you have a reasonably clear expectation of
what it contains.

3.4.3.4. Do not download files unless they are from a trusted source. Alert the
Technical Services Team if you are sent anything like this unexpectedly.
Vigilance is one of the most effective protections against email-based attacks.

3.4.3.5.  Periodic simulations of harmless pseudo-threat emails are run
throughout the year and directed at staff inboxes. These non-judgemental
exercises form a critical part of the Trust’s security posture and help keep
leaders appraised of the level of awareness within the organisation.

3.4.3.5.1. These simulations are complemented with tips via email, taking
various forms and providing a steady supply of training and support to
our community, which staff are strongly encouraged to engage with.

3.4.3.6. Impersonation attacks are now prevalent and often target senior leaders.
These often take the form of a consumer email address (e.g. Gmail / Hotmail
etc.) containing the name of the person in question. Colleagues should be
mindful that formal communications always come from organisational email
accounts.
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3.4.3.7. ltis important to never trust a single form of communication to base
important decisions upon, such as those involving financial transactions or
data disclosures without a separate conversation with the person making the
request.

3.5. Email signatures

3.5.1. Keep these short and include your name, job title, phone number(s) and
website address.

3.5.2. Avoid excessive use of imagery.

3.5.3. A confidentiality disclaimer is automatically added to all emails that are sent
to external recipients.

3.5.4. Staff email footers may occasionally be used to centrally promote initiatives and
projects affecting colleagues. These take the form of a banner, with a link leading
the reader to additional resources, usually hosted on Connect or a public website.

3.6. Auto-responders

3.6.1. Auto-responder (or Out of Office) messages return an automatic reply to the
sender to the first message sent to the recipient after it is switched on. This
can be useful to alert any senders to the mailbox owner’s absence from work.

3.6.2. Auto-responders can be set by individual users at any time, using Outlook or
Outlook Online. Details of how to do this can be found in the Microsoft 365
Guidance for Staff and Governors on Connect.

3.6.3. Auto-responders can be applied for any brief period of absence and
discretion should be used as to whether this is appropriate and necessary.
Examples of use include those working part-time, or those with a high level of
email traffic that often require time-critical responses.

3.6.4. Auto-responders are applied administratively during all periods of holiday, to
all mailboxes that do not have one already scheduled. Those with one
already scheduled remain as they are (e.g. long-term absence).

3.6.4.1. Staff can over-ride these at any point once they have been
administratively scheduled to tailor them to more personal requirements, but
the content detailing out-of-term Safeguarding procedures should not be
adjusted and disabling Auto-responders during this period is not acceptable.
3.6.5. Auto-responders are applied to mailboxes when a member of staff leaves the
organisation.

3.7. Access to the mailbox of a staff member who has left or on long-term leave from the
organisation is strictly controlled and must only be granted where there is a clear and
legitimate business requirement.

3.7.1. No shared access by default: Mailboxes are personal accounts and are not to
be repurposed or shared wholesale with new or existing colleagues.

3.7.2. Time-bound, purpose-led access only. Where access is required (e.g. to
ensure continuity of operations), this must be:

3.7.2.1. Explicitly authorised by a senior leader (e.g. Headteacher or Director) and
HR Business Partner.
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3.8.

3.7.2.2. Limited to a defined purpose (such as retrieving specific information or
managing ongoing correspondence).

3.7.2.3. Time-bound and subject to periodic review.

3.7.2.4. Consideration must be given to the nature of the leaver’s roles, including
line management, access to sensitive data and other circumstantial factors.

3.7.3. Wherever possible, access should be facilitated through safer and more
auditable mechanisms, such as:

3.7.3.1.  Targeted email forwarding
3.7.3.2.  Shared mailboxes established for functional roles
3.7.3.3.  Extraction of specific content rather than open-ended mailbox access.

3.7.4. All access must be attributable to an individual user account. Anonymous or
shared credential access is prohibited. Activity must remain auditable at all times.

3.7.5. Leaver mailboxes may contain sensitive or personal data. Access must comply
with GDPR and Trust data protection policies, ensuring that only the minimum
necessary information is accessed.

3.7.6. Mailboxes should not remain accessible indefinitely. Access must cease once
the defined purpose has been fulfilled, after which the mailbox should be archived
or deleted in line with retention schedules.

Communication with students and parents

3.8.1. Staff should use only official school email accounts or other corporate
systems when communicating with students, parents or otherwise acting on
behalf of the school or Trust.

3.8.1.1. When contacting students electronically, only school-issued email,
cloud service or other internal service accounts should be used and
never through private accounts.

3.8.1.2. The use of WhatsApp and other private means of messaging should
not be used to communicate with students or parents.

3.8.1.2.1. Except in cases where Trust corporate devices are in use and
specifically signed off by a DSL. Such cases would include remote
school trips with limited means of communication.

3.8.2. Staff must adhere to the behaviours outlined in the Social Media and Instant
Messaging Policy.

3.8.3. Personal email addresses, mobile numbers, social networking IDs and other
such information must remain strictly private.

3.8.4. Email or telephone communications between staff and a student that are
deemed to fall outside agreed Trust guidelines may lead to disciplinary action
or a criminal investigation.

4. Use of the Internet

41. Use of the Internet by employees and volunteers is permitted and encouraged
where such use supports the goals and objectives of the school or Trust.
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4.2. However, whilst using the Internet, employees and volunteers must ensure that
they:
4.2.1. comply with current legislation;
4.2.2. use the internet in an acceptable way;
4.2.3. do not create unnecessary business risk to the organisation by their misuse
of the internet.
4.2.4. understand that the corporate connection is both filtered and monitored. This
includes staff devices accessing the internet from outside of school grounds.
4.3. Unacceptable behaviour
4.3.1. In particular the following is deemed unacceptable use or behaviour by
employees and volunteers (this list is non-exhaustive):

4.3.1.1. Downloading or uploading materials which contain obscene, hateful,
violent, pornographic, homophobic or would fall into other categories
that may be considered inappropriate for the intended use of the
access or are illegal in nature;

4.3.1.2. Using the computer to perpetrate any form of fraud, or software, film or
music piracy;

4.3.1.3. Using the internet to send or post offensive or harassing material to
other users;

4.3.1.4. Downloading commercial software or any copyrighted materials
belonging to third parties, unless this download is covered or permitted
under a commercial agreement or other such licence;

4.3.1.5. Hacking into unauthorised areas;

4.3.1.6. Creating or transmitting defamatory material;

4.31.7. Undertaking deliberate activities that waste employee’s effort or
networked resources, including the use of any form of Denial-of-Service
attack.

4.3.1.8. Deliberately or recklessly introducing any form of computer virus into
Anglian Learning’s network.

4.3.1.9. Writing, publishing, searching for, bookmarking, accessing or
downloading material that might be regarded as obscene or
pornographic.

4.4, Copyright
44.1. Care should be taken to use software legally and in accordance with both the
letter and spirit of relevant licensing and copyright agreements. Copying
software for use outside these agreements is illegal and may result in
criminal charges.
44.2. Be aware of copyright law when using content you have found on websites.
The law is the same as it is for printed materials.
4.4.3. The use of consumer streaming services, such as Netflix, Amazon Video and
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Disney Plus should only be made in cases where the specific content has
been approved by the provider for educational use. The majority of material
provided by these services do not come with rights for such use.

5. Confidentiality

5.1.

5.2.

5.3.

54

When dealing with personal, sensitive and / or confidential information, extra care
must be taken to protect the information.

Whilst screen sharing in an online meeting, or whilst extending screens to a display in
a classroom or meeting room, due care should be taken to ensure that private or
confidential information is not displayed to inappropriate audiences.

Whilst sharing a camera feed in an online meeting or lesson, care should be taken to
ensure that the surrounding area around the view is appropriate, particularly when in a
domestic context. Use of privacy filters is encouraged, in packages that support this,
such as Teams, Google Meet and Zoom.

5.3.1. Whilst Safeguarding guidance may dictate that pupil cameras are switched off
for some forms of online lesson delivery, it is generally good practice for cameras
to be switched on during professional meetings, at least at the beginning. This
can help to identify participants and reduce the access of bad actors, who may be
seeking to socially engineer illegitimate access via legitimate users of the system.

. If communicating personal, sensitive and / or confidential information via email, then

the following protocols should be used. If there is any doubt as to the personal nature
of the information being sent, or the appropriate level of protection that might be
required, please seek advice from the school's GDPR lead, a member of SLT or
Technical Services staff.

54.1. Personal, sensitive and / or confidential information should not be sent by
email attachment unless absolutely necessary. In cases where it is
necessary, appropriate steps must be taken to encrypt the file or the whole
message, with no exceptions. Guidance on this can be found in the
Microsoft 365 Guidance for Staff documentation on Connect.

5.4.2. A more secure way to communicate data is via a OneDrive shared
document.
5.4.3. External domains with which sharing can occur are curated by Technical

Services. Any new recipient domains must be allow-listed within Microsoft
365 before this is possible. Please note that it can take several hours to take
effect after a change is applied, so advance notice is advised, where
possible.

54.4. Any password or key to an encrypted file or message must be sent
separately; and ideally communicated by another means e.g., telephone, text
message.

5.4.5. Before sending the email, verify the recipient by checking the address, and if
appropriate, telephone the recipient to check and inform them that the email
will be sent.

5.4.6. Never send sensitive information to personal email accounts; only ever use
corporate accounts for this. Examples of personal email domains are
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5.5.

5.6.

@gmail.com, @outlook.com and @yahoo.co.uk. Corporate domains usually
refer to the organisation within them in some way.

54.7. Do not refer to personal details in the subject of the email.

5.4.8. Never send an email that contains even encrypted personal data in haste.
Always take time to ensure that the recipients are correct and that the data
content is not broader than intended. For example, check unlabelled
spreadsheet tabs if the document originated from another user. It is prudent
to delete extraneous spreadsheet tabs before sharing, to avoid
unintentionally sharing additional data, in error.

All activities carried out on Anglian Learning’s systems and hardware are subject to
monitoring, to Safeguard members of the Trust’'s community.

You may find, in your role, that you have access to electronic information about the
activities of colleagues. Any such information must not be used by unauthorised
individuals to monitor the activity of individual employees in any way (e.g., to
monitor their working activity, working time, files accessed, internet sites accessed,
reading of their email or private files, etc.) without their prior knowledge. Exceptions
are:

5.6.1. In the case of a specific allegation of misconduct, the Headteacher or CEO, with
advice from the Director of People and the Director of ICT, or nominated deputies,
can authorise accessing of information for the purposes of investigating the
allegation.

5.6.2. When use of the device is considered concerning by any monitoring software in
place, such as in relation to internet searches, whereby a screenshot is logged
and reviewed by nominated senior staff.

5.6.3. Accounts may be accessed for operational reasons, such as in the case of a
leaver, or long-term sickness leave, maternity leave or other long period of
absence. Where a member of staff remains employed by the Trust, consent from
the employee would be sought in the first instance.

5.6.4. A member of Technical Services may unavoidably access detail whilst working
on systems. In this case, the use of any information gained will be restricted to
undertaking the administrative task in hand.

6. Document Management

6.1.

6.2.

6.3.

All data should be stored within the corporate systems of Anglian Learning, which
are secured using enterprise-class security principles. Examples of acceptable
locations are the Anglian Learning tenancies of Microsoft 365 and Google
Workspace, local file shares (where necessary, but cloud locations should be the
default) and other systems that are secured using an Anglian Learning account.

Organisational documents should not be stored on private devices, unless these
are of a public nature, such as those published on public websites.

Only store what is necessary. Files of a transitory nature should be removed once their
purpose comes to an end. This helps keep content relevant, improves backup efficiency
and contributes to greater data protection compliance.
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6.4. The use of the Trust’s cloud storage facilities for private use is not permitted.

6.5. Do not copy files that are accessible centrally into your personal directory unless
you have good reason (e.g., you intend to amend them or you need to reference
them and the central copies are to be changed or deleted) since this uses up disk
space, can introduce unnecessary Data Protection risk and may cause confusion
over version control.

6.6. Documents should be organised into a suitable folder structure and efforts should
be made to delete content that is no longer relevant, particularly when it contains
personal data.

6.7. Anglian Learning has a multi-threaded approach to data backup.

6.7.1. For staff using the OneDrive client on managed laptops or desktops, data
stored in the Documents, Pictures and Desktop folder is backed up automatically
to Microsoft 365.

6.7.2. Microsoft 365 and Google Workspace data is backed up daily to a third-party
service, extending the retention of backups from the default offered within these
services and providing a degree of resilience against the unavailability of these
services.

6.7.3. Centralised on-site services are backed up daily to three separate storage
solutions, one of which is “locked” in an immutable state, providing further
resilience against ransomware attacks.

6.7.4. Legacy school systems are also backed up, using a variety of methods ranging
from tape backup to cloud service and follow the standards-based 3-2-1 rule.

6.8. Microsoft 365 is now the primary vehicle within Anglian Learning for developing,
storing and sharing digital content, with remaining support for Google alongside
this, which is variously used in some schools for teaching and learning. The
following principles apply to both.

6.8.1. Data should be stored in the Team/Drive appropriate for the content, with the
sharing of individually “owned” files kept to a minimum. Doing so reduces the risk
of disruption when a colleague leaves the organisation.

6.8.2. Secure links should be used instead of file attachments wherever possible.
Using attachments for internal audiences is rarely necessary.

6.8.3. The Trust maintains an allow-list of external organisations with which digital
sharing is permitted.

6.8.3.1.  Additions to this can be achieved through contact with Technical
Services, who will assess and advise accordingly.

6.9. USB storage devices have traditionally been used to move data from one computer
to another. Once encrypted, these can store information safely from a data
protection perspective, but even these can still, inadvertently, transport threats into
a network. This can lead to the severe disruption to services and even widespread
data loss. As such, these devices are only permitted for use by exception, as
assessed by the Technical Services Team.
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6.9.1. Where portable / removable storage devices are used, these should be
encrypted, unless there are sound technical reasons why this is not possible and
in such cases, data stored should not feature personal details.

6.9.1.1. Restrictions are in place that limit the use of portable / removable devices
due to the possibility of ransomware and other threats entering the network via
this route, as well as the risk of data breaches.

6.9.2. Office 365 and Google Workspace offer very flexible methods of storing and
sharing information and are the modern successor to portable USB storage. Files
can be downloaded from these services or shared via secure links. Even so, it is
understood that there are certain circumstances in which USB storage devices
would be the natural choice for moving data. Various scenarios are described
below, with new guidance shared for each circumstance.

6.9.2.1. Some tasks require increased storage requirements. An example of this
would be video editing where you would need to use and store large video
files. In these circumstances, access to an external hard drive to expand
storage would be supported. These external hard drives would need to be
encrypted and allow-listed by the Technical Services Team.

6.9.2.2. Most handheld cameras (not including smartphones) store photos on an
SD card which would then be used to access the photos from another
device. Photography and videography can be supported via the Technical
Services Team. SD cards will need to be stored in a locked
drawer/cupboard/safe when not in use and is the responsible user’s role to
ensure this happens.

6.9.2.3. It remains common for external guests to use USB sticks to bring in
media for presentations/interviews. Guests should instead be encouraged to
have these media files stored within their own cloud platform, in advance of
their visit. It would also be acceptable for guests email the files to their
contact at the school, or send them as secure links. If these approaches are
not practical, the Technical Services Team can advise further.

6.9.2.4. Devices for the purposes of examinations can be provided by Technical
Services. There are a variety of options here:

6.9.2.5. The provision of laptops that are connected to our school network but
cannot access the internet and are locked down by policy. In these cases,
work will be saved into a network location that can be accessed by
authorised users.

6.9.2.6. Completely offline devices with no access to the network or internet. In
these cases, a specially prepared USB stick would need to be used. These
would be secured by Bitlocker and set to automatically unlock without a
password on approved devices. Unapproved devices would require a
password to access the storage device.

7. Personal use of ICT facilities

7.1.

Social media
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7.1

.1. Staff should adhere to the behaviours laid out in the Anglian Learning Social

Media and Instant Messaging Policy.

7.2. Other personal use
7.2.1. Use of facilities for leisure or personal purposes (e.g., sending and receiving
personal email, personal phone calls, playing computer games and browsing
the internet at appropriate times) is permitted so long as such use does not:
7.21.1. incur specific expenditure for Anglian Learning;
7.21.2. impact on the performance of your job or role (this is a matter between
each member of staff or volunteer and their line manager);
7.2.1.3. break the law;
7.21.4. bring Anglian Learning into disrepute;
7.2.1.5. detrimentally affect the network performance by using large amounts of
bandwidth (for instance by downloading / streaming of music or
videos);
7.2.1.6. impact on the availability of resources needed (physical or network) for
business use.

7.2.2. Any information contained within Anglian Learning in any form is for
use by the employee or volunteer for the duration of their period of work
and should not be used in any way other than for proper business
purposes, or transferred into any other format (e.g. loaded onto a
memory stick / pen drive), unless necessary for business use, and with
prior agreement of a member of Technical Services Staff.

7.3. Any users who place and pay for orders online using personal details do so at their

own risk and Anglian Learning accepts no liability if details are fraudulently
obtained whilst the user is using Anglian Learning’s equipment.

8. Physical Equipment

8.1.

8.2.

8.3.

8.4.

8.5.

8.6.
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This section covers items such as managed laptops and mobile devices. Please
refer to section 6.7 of this policy when considering storing or transferring personal
or sensitive data.

Equipment must be kept physically secure in accordance with this policy to be
covered for insurance purposes. When travelling by car, best practice is to place
the laptop in the boot of the car before starting your journey.

Users should accept operating system and software updates promptly and delay
only for immediate operational reasons, being mindful of the importance of
software being up to date. Regular (at least weekly) restarts can help keep your
computer fresh and ready for use, as well as updated.

All staff laptops are domain joined and encrypted, which renders the hard drive
inaccessible if removed (having been lost or stolen), without the necessary security
keys.

Devices are subject to organisational administrative policies that restrict the
installation and execution of any programs that are not screened and allow-listed.

Rooms with computer equipment in should not be left insecure. Classrooms
should be locked if a device is to be left unattended.
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8.7.

8.8.

8.9.

8.10.

8.11.

8.12.

8.13.

Ensure that all locally stored data, including diary entries, are synchronised
regularly with the appropriate enterprise storage solution, such as OneDrive, on a
frequent basis.

Ensure portable and mobile ICT equipment is made available as necessary for
anti-virus updates and software installations, patches or upgrades, as requested by
the Technical Services Team.

The addition of any software applications to Anglian Learning computers must be
fully licensed, authorised by a member of Technical Services Staff and
documented in the Anglian Learning Software Licensing Register. The installation
should be carried out by the same team, or by the primary user with their approval.

Portable equipment must be transported in a protective case where one is
supplied.

Portable equipment taken out on long-term loan by staff, such as laptops, are
subject to the Anglian Learning Portable Device Loan Agreement. This document
must be signed by the member of staff or parent (for students), ahead of taking
possession of the equipment and a copy retained by both parties.

Users requiring the installation of any form of additional hardware onto devices
managed by the organisation should seek guidance from the Technical Services
Team, who reserve the right to refuse such request if, in their assessment, it could
cause conflict to existing hardware, be incompatible or otherwise cause undue
operational impact.

Where damage to staff devices is most likely to have occurred due to neglect or

failure to follow this policy, rectification costs will be shared between the home

department of that member of staff and ICT budgets.

8.13.1. Nothing should be placed on or between the keyboard and the screen of a

laptop. Closing the lid of the laptop, even with just paper between, can cause
damage to screens and/or hinges. This includes placing items on top of the
screen when it's closed, laptops are not designed to hold weight, they will bend
and can damage the screen.

8.13.2. Damage caused to student devices which has most likely occurred due to

8.14.

8.15.

8.16.
hardware is provided to staff whose roles require such equipment. However, BYOD (for
staff/student personal devices) and Guest Wi-Fi (for visitors) is available and can be
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neglect or failure to follow the student use policy will be rectified through shared
liability for the costs between the department with whom the student was working
at the time of the damage and ICT budgets.

8.13.2.1. Schools may choose to invoice student families when sufficient evidence
is available to demonstrate responsibility and this is felt appropriate by the
school’s Senior Leadership Team.

It is not permitted to rearrange the way in which equipment is plugged in
(computers, phones, printers, network cabling etc.) without first contacting a
member of the Technical Services Team. Network points are configured to
perform a specific function and documented as such. Moving devices between
ports may not have the anticipated effect, but will disorder documentation and may
cause service disruption at that time or in the future.

Food and drink should be kept away from equipment and not consumed nearby,
this includes in bags during transport.

Anglian Learning does not operate a formal Bring Your Own Device policy, as
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used for internet access purposes. Internally hosted systems are not accessible via this
service and no Trust data should be stored on such devices.

8.17.  All computer hardware purchases made using organisational budgets should be
coordinated by, or in close conference with, the Technical Services Team.
Equipment purchased privately or without such coordination or conference, may
not be supported and can cause Cyber Security and Shadow IT risk.

8.17.1. All school computer assets are factored into the calculations that derive the
annual ICT Sinking Fund figures.

9. Remote Access and Hybrid Working

9.1. The cloud systems operated by Anglian Learning are accessible whilst on the
school site, but also whilst at home or elsewhere from school-issued, managed
devices.

9.2. Personal mobile phones may be used to access Microsoft 365, Google Workspace
and other cloud systems, but are subject to the following conditions.

9.2.1. Devices should be kept up to date using the vendor’s operating system software,
such as iOS (Apple) and Android (used by Samsung). Mobile phones that are out
of support should not be used to access Trust systems.

9.2.2. Devices should be secured using a PIN, or better still some form of biometric
authentication, such as facial or fingerprint recognition.

9.2.3. Copies of files, attachments etc. should not be downloaded to or stored on
these devices.

9.2.3.1. Conditional Access Policies will be introduced to enforce this on all non-
student accounts by the Summer of 2027.

9.2.4. Where the use of such devices is shared with family members or other persons
unrelated to the Trust, any applications used to access Trust systems should have
additional securities in place, such as a biometric challenge upon the launch of a
related application.

9.2.5. All profiles relating to Trust systems should be removed from the device on or
before the last day of employment with Anglian Learning.

9.2.6. In the event of a personal device being lost or stolen, the Technical Services
Team should be notified and a remote sign-out and wipe of work-related accounts
will be initiated.

9.2.7. Home Wi-Fi should be secured and screen privacy should be considered in
working spaces and practices.

9.2.8. Mobile Application Management (MAM) will be introduced during the academic
year 2026-27, which will bring greater security protections to organisational data
without impacting the privacy of personal devices.

9.3. Accounts within Microsoft 365 are secured using Conditional Access policies, such
that:

9.3.1. Staff and Governors using Microsoft 365 or any system federated to it using
Single Sign-On technology, within the UK, but outside of an Anglian Learning
school network are subject to Multi-Factor Authentication (MFA).

9.3.1.1.  Pupils in KS3+ are also having MFA introduced over 2026-27.
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9.3.1.2.  Pupils in primary school are not currently required to operate Multi-
Factor Authentication due to related practicalities.

9.3.2. Access to Microsoft 365 or any system federated to it using Single Sign-On

technology outside of the UK is possible by arrangement only for all user groups.
Requests providing the anticipated dates of travel can be submitted to the
Technical Services Helpdesk for scheduling.

9.3.2.1. Requests of more than 2 weeks are subject to additional approval by HR
due to international working tax implications.

9.3.3. MFA must be used where provided and must not be disabled or circumvented.

9.3.4. Access to Microsoft 365 or any system federated to it using Single Sign-On

technology whilst on any Anglian Learning school site is accessible via password
only and not subject to Multi-Factor Authentication.

9.3.4.1. Global Administrators of Microsoft 365 are subject to Multi-Factor
Authentication from any source.

9.3.5. The Multi-Factor Authentication policy supports three forms of token delivery:

9.3.5.1.  The Microsoft Authenticator app (preferred method)
9.3.5.2. SMS (text message)
9.3.5.3. Telephone call

9.3.6. Access to corporate accounts from behind personal VPNs may not be possible,

9.4.

owing to the risk of these being used by international actors to feign presence
within the UK.

Some staff may, on occasion, have need to remotely access services hosted within
the Trust’'s network. The school’s Trust ICT Manager can advise on the best option in
each case. Remote access to internal systems must only be undertaken from Trust-
managed devices and not personal computers.

10. Accessing support from the Technical Services Team

10.1. The Technical Services Team is available to provide support and advice on any
matter relating to ICT use within Anglian Learning. As an initial point of contact,
please email helpdesk@anglianlearning.org. When raising a ticket, it can help you
receive a timely and complete response by bearing the following in mind:

10.2.  Any member of staff can communicate directly with the Technical Services Team
and need not necessarily communicate through another colleague.

10.3. Be clear, with relevant detail about the matter you are raising.

10.4. Include any steps that would allow the team to recreate the problem you are
experiencing.

10.5. Open a single ticket for each matter being raised.

10.6. Add any extra detail to the same ticket. This is easy to do through the Halo
Helpdesk Portal, to save searching through emails.

10.7. Provide additional information when requested.

10.8. Inform the team, ideally via the ticket, when a matter can be closed.

10.9. It helps to reopen related tickets if the same issue re-arises, rather than creating
new ones.
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11. The use of Artificial Intelligence

11.1. Al is now an integral part of our society, with profound and diverse implications,
and it is increasingly used within our schools by staff and by pupils. Colleagues and
pupils need to be able to make informed use of Al, within principled guidelines and
appropriate constraints. Thoughtful use of Al can improve educational experiences and
outcomes, increase operational efficiency and effectiveness, and reduce extraneous
workload of colleagues.

11.2.  The Anglian Learning Al Position Statement & Guidance, developed by the Trust’s
Al Working Party in the Summer of 2025 is a starting point in establishing Trust-
wide principles and guidance, to support the effective and appropriate use of Al
within Anglian Learning. These broad principles are as follows:

11.2.1. Relational above all: If it undermines trust or distances us from people, we must
use it better, or not at all.

11.2.2. Enhancement not Replacement: Start with human judgement, refine with Al,
finish with human judgement. Outputs should never be trusted on face value and
should always finish with human review, whether it be prose, code or another
format of content.

11.2.3. High Quality: Al can assist with quality, but it cannot guarantee it - only we can.
11.2.4. Ethical: Al has no ethics, so we must apply our own.
11.2.5. Efficiency not Abdication: Use Al to save time, not to stop thinking.

11.2.6. Eco-Conscious: Use Al only when it adds value, because every prompt has a
footprint. Be mindful of the model you choose for your purpose.

11.2.7. Data Privacy: We must maintain our GDPR obligations by only using tools that
guarantee data sanctuary, or by not uploading personal data.

11.3. Microsoft Copilot is the only Al tool approved for use with organisationally
sensitive or personal data without an explicit and clearly defined DPIA.

11.4. Al must not be used to build operational systems without subject specialist and
Technical Services review and approval, but can be used to draft and prototype, as
long as no personal or organisationally sensitive information is used in this process.

11.5. Any safeguarding concerns related to the use of Al should be referred to the
DSL as appropriate, or through the Low Level or Whistleblowing procedures.
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